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ABSTRACT

Many e-commerce websites advertise “user friendly” atmospheres. But, there is a difference between what consumers perceive regarding “help” and what companies that host the Web sites legally mean by “help.” These same sites make advertised claims that are not well supported by the “Terms and Conditions” or policies posted on the site. Differences between expectations and reality impact negatively on the perceived usefulness and consumer trust of online transactions.  Furthermore, consumer dissatisfaction may then expose the e-retailer to potential legal issues.  E-retailers hoping to increase profitability will need to address these issues and develop website strategies that meet consumer expectations.  In addition to clear and reasonable ‘terms and conditions,’ a personalized “help” feature on e-commerce websites create a satisfying experience for users while avoiding legal issues.  Websites like Stamps.com, Register.com and Zazzle.com, that offer personal, customized products for consumers and businesses, need to provide a more meaningful consumer “experience,” by creating trust and by supplementing their automated help function with a human facilitator or virtual customer support person, to avoid potential legal disasters.  This article will explore the legal and economic implications for the e-retailer resulting from consumer dissatisfaction with the website claims and actual online transactions.   

INTRODUCTION

Predictions in the late 1990s that the value of electronic commerce (e-commerce) worldwide would increase significantly have been realized, with e-commerce offering consumers substantial benefits, such as convenience and access to a wide range of goods, services and information at lower costs. (Raul and Gomez, 1999)  However, such benefits cannot be realized fully unless the global e-commerce companies offer both consumers and businesses trust, safety, transparency, and legal certainty.  (Raul and Gomez, 1999).   American consumers understandably want to know the terms of their electronic transactions, the means for cancellation and or complaints, limits of liability, whether unreasonable contract terms are enforceable, where they will have recourse, and what policies (international or domestic) are in place. (Raul and Gomez, 1999).  In particular, consumers may expect that businesses offering internet services should take into consideration how those services might reasonably be expected to be used, and then be accountable (responsible), if the consumer is unable to make reasonable use of the services. Today, only one-third of consumers trust online transactions. And, this presents challenges for e-retailers’ websites (Consumers Union, 2002). With a U.S. online retail market representing $127.7 billion in e-commerce sales (excluding travel) in 2007, and $146 billion in 2008, online retailers must address the issues of website trust and safety to take advantage of this market (IAB, June 2008).  The potential for online sales growth, according to the U.S. Department of Commerce, is expected to increase 11.3% between 2007 and 2012, with an increase from 133.1 million to 158.2 million, or 82.5% of U.S. internet users shopping online (IAB, June 2008).   Merchants will need to accommodate consumers’ fears of online security and privacy in electronic transactions by providing twenty-four hour customer support specialists, superior privacy policies, authentication services, fraud procedures and insurance. Consumers will expect transparency in policies such as: the terms of their electronic transactions; means for cancellations and/or complaints; liability limits; whether unreasonable contract terms are enforceable; and, where they will have recourse, since factors of credibility and trust are paramount. Consumer access to live “Help,” for customer support and complaints, may significantly and positively affect this level of trust to meet the merchants’ goals of building long-term relationships and developing a stable and predictable commercial environment. (Raul & Gomez, 1999).

ONLINE TRUST

The importance of trust in online transactions between consumers and e-retailers has been proven empirically. In the Anniversary Edition (February 2009) issue of the Journal of Interactive Marketing, Bolton and Saxena-Iyer write that “customer participation directly influences service quality and behavioral outcomes (e.g., service usage, repeat purchase behavior and word-of-mouth) — as well as firm outcomes (efficiency, revenues and profits).” Consumer Reports research findings confirm that consumer trust is far lower than trust in traditional retail situations, with only 29 percent of users trusting websites that sell products and services. Consumers Union, 2002).  This gap between expectations and credibility places a greater demand on e-retailers, since consumers expecting specific, accurate information about business practices such as disclosure of fees and use of personal information. Corbitt et al. (2003) found that trust is positively linked with e-commerce participation, and C. Liao et al. (2009) found that trust is a predictor of web site use and e-commerce adoption, while Consumers Union (2002) found that trust is strongly linked to credibility. Thus, consumer online transactions involving personal information, or where photos, logos or other icons are uploaded into third-party affect trust, which is extended to a demand for information about third-party sites, sponsorships, company ownership, or use of browser-tracking mechanisms. Wolfinbarger and Gilly (2003) found that other factors affecting trust include security of credit card payments, which is included in personal information, and privacy of shared information.  Unreliable technology can cause customers to lose trust in e-commerce, and technology quality reflects web site substantiality (Corbitt et al. 2003). Stamps.com, which allows consumers to create stamps using personal photos or logos, receives numerous consumer complaints about the website’s unreliable technology, since problems downloading software and printing, which are important aspects of order fulfillment, resulted in unresolved billing issues.  Lack of access to timely “help” has been found to be a major factor in reducing consumers’ trust in electronic transactions and continuation (repeat orders), and may increase the level of risk of potential liability for e-retailers. A variety of factors, including unreasonable “terms and conditions,” lack of access to customer service through “help” 

Studies of online transactions emphasize the critical importance of trust, which plays a pivotal role in e-loyalty, defined by Srinivasan et al. (2002) as “customer’s favorable attitude and commitment towards the online retailer that results in repeat purchase behavior.” Research by Kim et al. (2009) and C. Liao et al. (2006) confirmed that trust affect repeat purchase behavior, while Mayer et al. (1995) and Pavlou (2003) confirm that trust helps consumers overcome perceptions of risk. Early research of online transactions (Schurr and Ozanne, 1985) found that trust provides expectations of successful transactions.  C. Liao et al. (2006) also found that specific content such as, finding contact information, product/service details, customer policies (dispute policies), customer support, and privacy policies, will positively and directly affect the user’s trust in the web retailer.  Importantly, C. Liao et al. (2006) found that “specific content affects perceived usefulness indirectly via trust,” and in order to increase trust, all useful information relevant to consumers, especially information of a particular concern to the consumer (i.e., contact information, customer policies, product/service details after-sale support, etc.) should be completely and clearly demonstrated. The concept of perceived usefulness is derived from the early work of Davis (1989) on the Technology Acceptance Model (TAM), which has been examined empirically in information systems research (C. Liao et al, 2006). Perceived usefulness does have a substantial impact on behavioral intentions (Hausman and Siekpe, 2009).

Prior studies investigated different components of trust and e-loyalty, such as fulfillment/reliability, website design, security/privacy, and customer service. (Wolfinbarger and Gilly, 2003) (Kim et al, 2009).  From that perspective, customer e-trust is earned by delivering the right product at the right time and meeting customer expectation on product quality as promised by the retailer. (Kim et al, 2009). For sites like Stamps.com, order fulfillment and satisfaction is an important claim, and unreliability could result in legal implications.  While order fulfillment and delivery are important, as are privacy and security, order fulfillment/reliability (responsiveness) is the most important factor in judging customer satisfaction with the website, compared to other quality dimensions, and responsiveness of the online retailer will positively affect customer e-satisfaction. ( Kim et al., 2009).  Responsiveness has been defined as  responsive, helpful, and willing service that responds to customer inquiries quickly, and has a positive effect on building e-trust. (Wolfinbarger and Gilly, 2003).  However, despite these findings, few studies provide an in-depth investigation of retailer responsiveness to customer service needs, such as technology support, billing issues, complaints, cancellations, or website policies (“terms and conditions”), and the effect on retailer liability.  Thus, we hypothesize that customer dissatisfaction with order fulfillment/reliability is strongly related to mistrust in advertising claims and may lead to potential litigation.  Support for this hypothesis may be suggested in Kim et al. (2009) who found that in online retailing, consumers need assurance that their products will be delivered as expected, since they do not see an actual facility, do not have personal interaction with service personnel and cannot physically examine the product.  

Consumer perspectives on perceived trust and website responsibility.  Consumers may face devastating results for unauthorized payment card charges, leakage of personal data associated with such card charges (or registration of personal information on websites), and resulting security breaches such as identity theft, or fraud. (Morse and Raval, 2008).  Liability for those costs associated with unauthorized charges is important because it is closely associated with unauthorized access to cardholder information (Morse and Raval, 2008).  These resulting security breaches increase consumers’ fears and risk of online transactions, particularly when credit card payments are involved, and is clearly seen in the recent lawsuits against corporations for lack of security in protecting cardholders.  TJ Max’s security breach resulted in identify theft compromising over forty-five million cardholders. However, studies show that assigning the legal responsibilities for harms associated with those breaches, and government regulation of security of personal data in the US is complex and imperfect (Morse and Raval, 2008). In the United States “there is no single law, statute, or regulation that governs a company’s obligations to provide security for its information.” (Morse and Raval, 2008) (see p.545 FN41). Despite this fragmentation of regulation of online security and privacy, the Federal Trade Commission (FTC) does address “unfair” and misleading online business practices that affect consumers, while Morse and Raval (2008) indicate that state-specific privacy and data security disclosure provisions and common law claims may redress some of these breaches by e-retailers.  Consumer trust, however, is first linked to the perceived usefulness of the website (Davis, 1989), and order fulfillment and satisfaction.  When problems occur at this stage, research suggests that consumers would not re-visit the site, would look for alternatives, and it is the resulting billing or credit card issues that may trigger consumer complaints about misleading e-retailer claims.  Thus, e-commerce websites that are not “responsive” to consumers, through a live “help” function, or lack policies to address the issue of privacy of personal data, and do not take steps to protect consumer data (including credit card data), may be liable for harm, despite disclaimers of responsibility.

While U.S. federal and state judicial systems share jurisdiction over electronic commerce, and either jurisdiction may be involved depending on the amount in dispute, the type of transaction, and the number and identity of the parties, the legal and regulatory approach to electronic commerce has been rather “minimalist” in nature (Muenchinger, 2000).  Despite this minimalist approach, the FTC actively encourages workshops to develop policies to provide a global marketplace that is safe, transparent and has legal certainty (Raul and Gomez, 1999).

TRUTH

Absent specific federal laws concerning the internet, federal laws that may affect consumer protection and credit card payments include the Truth in Lending Act (TILA), which limits consumer liability for fraudulent use and billing errors, and the Electronic Funds Transfer Act (EFTA), which limits consumer liability for unauthorized electronic funds transferred and consumers’ rights for documentation (Muenchinger, 2000).   

Additionally, the Uniform Computer Information Transactions Act (UCITA), applies to transactions involving computer software, multimedia interactive products, computer data and databases, and the Internet and online information to facilitate electronic commerce (Muenchinger, 2000). One key objective of UCITA is to adapt common law concepts of manifestation of consent in electronic form, by giving the consumer notice that his action may be considered a form of consent and he may have an opportunity to review the contract terms.  The Act thus creates a “safe harbor” provision: a ‘double click’ will now be considered assent for purposes of creating a binding contract in electronic transactions (Muenchinger, 2000).  Assuming there is a clear notice of a contract, and terms for acceptance, then that section of the terms of the website are governed by the terms of a contract. (Journal of Internet Law, October 2005).  

 E-retailers may also minimize liability for copyright infringement under the Digital Millenium Copyright Act (DMCA) of 1998, and under ‘safe harbor’ conditions may escape liability if the provider was not aware of the existence of the infringing material and did not receive a direct financial benefit (Muenchinger, 2000).  Stamps.com provides such a disclaimer with its “safe harbor” provision in its “Terms and Conditions” (www.stamps.com). The FTC is the primary source for consumer complaints about internet advertising and marketing.  The Federal Trade Commission Act (FTCA) (USC 45, section 5) prohibits unfair or deceptive advertising in any medium.  A representation, omission or practice is deceptive if it is likely to: 

(1) mislead consumers; and 

(2) affect consumers’ behavior or decisions about the product or service.

For e-commerce retailers, website disclaimers must: be clear and conspicuous; show how product will perform under normal use; refunds must be made to dissatisfied consumers; sellers are responsible for claims made about their products and services; and, claims must be substantiated.  

The FTC extends protections to consumers, stating that “[P]rivacy is a central element of the FTC’s consumer protection mission”, and “security of personal information” is a component of privacy. (FTC Act, 15 U.S.C., §45).  Therefore, the legal basis for consumer complaints is: “unfair or deceptive acts or practices in or affecting commerce.” (FTC Act, 15 U.S.C., § 5(a))  Lawsuits demonstrate that companies that collect sensitive consumer information, such as credit card information, have a responsibility to kept the information secure.  (Morse and Raval, 2008)  

According to the FTC’s “Mail or Telephone Order Merchandise Trade Regulation Rule,” retailers should be aware that when consumers order by mail, phone, fax or may also require the company to have a reasonable basis for stating or implying that a product can be shipped within a certain time, and if not, must notify the consumer of the delay and the right to cancel. Websites such as Stamps.com do not provide such information in their “terms and conditions” to ensure that consumers are fully informed of their rights, particularly when using photos or logos to print customized stamps, and state broad disclaimers of liability for access and use of the website, along with disclaimers of responsibility for problems using the site or technology.

Both Stamps.com and Zazzle.com advertise claims inconsistent with product use (printing stamps, uploading personalized photos). Customers are billed even when product does not print properly and/or consumer has cancelled account, and refunds for improper billing are difficult to obtain, and the length of time varies despite guarantees of a thirty-day refund period.  The “help” function used by Zazzle.com and Stamps.com is a “contact us” link to a webmaster, but only an address is provided, and no 1-800 number is included. A survey of 75 leading e-commerce sites showed that 84 percent had self-service Get Help functions, and sixteen percent provided a non self-service option such as a 1-800 number or a “contact us” link.

Enforcement of e-retailer liability under the FTC Act may include orders to “cease and desist,” with fines up for $11,000 per violation should they occur, injunctions by federal district courts and civil penalties, and refunds to consumers for actual damages in civil lawsuits.

DISCUSSIONS

To improve the level of trust among consumers, online businesses should keep a customer-focused business orientation, actively generate customer information and provide value-added service on customer information, protect and communicate policies on customer privacy and data security, be responsive to customer requirements and allow customers to contribute their ideas to improving the operation (Corbitt, et al., 2003).

Suggested on-line strategies include: level of customer service comparable with off-line service; integrate on-line facilities with real store environments for customer support, complaints, return of products, and if they only have an on-line business, providing a better customer service operation may reduce customer perceptions of poor quality (Walsh and Godfrey, 2000). Creating constant dialogue, with a virtual character on the site, or on-line salespersons, helps the consumer understand the product and helps develop the customer relationship by providing specific information and recommendations (Walsh and Godfrey, 2000).  Ultimately, understanding how online trust is created and maintained can lead to improved web sites, increased sales revenues, profitability and shareholder value (Shankar et al (2002).
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