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m Federal Trade Commission
m Self-Regulation
m Legislation—Privacy and FTC Reauthorization

m Federal Communications Commission
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NGO  New Commissioners

m Julie Simone Brill, Senior Deputy Attorney

General, Consumer Protection Division, North
Carolina

m Edith Ramirez, Partner with CA firm. Her practice
Includes complex business litigation matters.
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FTC Privacy Workshops

m  First Roundtable Discussion
— December 7, 2009 in Washington, DC

— Panelists discussed consumer expectations; online behavioral
advertising; benefits and risks of collecting, using, and retaining
consumer data; information brokers; and existing regulatory
frameworks

m Second Roundtable Discussion
— January 28, 2010 in Berkley, CA

— Discussion focused on benefits and risks created by technology and
the privacy implications of social networking, cloud computing, and
mobile marketing.

m Third Roundtable Discussion
— March 17, 2010 in Washington, DC
— Panelists discussed the collection and use of “sensitive” information
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Cross Industry Self-Regulation of
Online Behavioral Advertising

m FTC proposes draft principles (December 2007)
s AAAA, ANA, DMA, IAB Convene Task-Force (April 2008)
m FTC releases revised principles (February 2009)

m Coalition releases Self-Regulatory Principles for Online
Behavioral Advertising (July 2009)

= Coalition turns to enforcement, operational implementation, and
educational planning (August 2009)

m  DMA adopts Guidelines at DMA '09 in San Diego

m Icon adoption — Industry education (December 2009)

© 2008 Venable LLP



Eile Edit ‘iew Favorites Toals Help

@.\- 3y~ | it e reuters, comfarticlefinternetiews AidUS TRES2Q44Z20090427 feed Type =R SSafeedName=interr V| 5| X | | P~
W & |@Frc says Internet firms near last chance | T... ] I fa- B deh - [ihpags v & Tooks ~
You are here:  Home > News > Technology » Internet = Article DJIA =57

FTC says Internet firms near "last 2rofscoc

A selection of our best
photos from the past 24
hours. Slideshow

s chance”

U.5. Mon Apr 27, 2009 12:43pm EDT
Palitics &4 Email | & Print | = Share| @ Reprints | £ Single Page [-] Text [+]
International K . 52.95 Shipping on
Technolooy WASHINGTON (Reuters) - Companies that . overstock.com Your Entirs Order
nternet track consumer behavior on the Web for
targeted advertising without proper Video Hat ltems Amazing Deals
Entertainment consent are near their "last chance" to
Sports self-regulate, the head of the U.5. Federal
Lifestyle Trade Commission said on Monday. Playr Agam
Oddly Enough Privacy advocates say regulations on big
Health phone and Internet companies, such as . 2&?;2%55‘58"“
- AT&T Inc and Google Inc, are too lax,
Science BE 102 Full Size giving the firms excessive control over
Special Coverage consumers' personal information. $2.95 Shipping
Video et . . . )
: Featured Broker sponsored link "From my perspective, the industry is SRy o
Pictures pretty close to its last clear chance to v

Your View demonstrate" that it can police itself, FTC —

The Great Debate Chairman Jon Leibowitz told t MOST POPULAR ON REUTERS
Summit in Washington.

Blogs Articles Video
Weather Earlier this year, the FTC issued new guidance urging websites to tell
consumers that data is being collected during their searches and to allow
them to opt out.

1. Police arrest lab
technician in Yale
student murder

Reader Feedback

If companies fail to do a better job of making their privacy policies 2. U8 replaces Bush plan for
understandable to the average person, momentum will keep building for Europe missile
greater regulation, Leibowitz said. "It's really up to industry." shield | & Video
TO VIEW 3. UPDATE 4-Skype founders
(Reporting by Kim Dixon; Editing by Tim Dabbyn) sue eBay, investors
OUR 4. Japan scientists create 3-D images you can
ARCHIVES! touch

= Thamenn Belters 2000 Dt resered 5. Leno show loses 7 million viewers on second
B night | & Video

Flu experts gear up for pandemic of vaccing

o

Do More With Reuters SHARE: & Delicious (3 Digg « Mboc (g Yahoo! [ Facebook [ Linkedin

worry

»RI5 6 7. China's "cancervillages” bear witness to

+ Widgets economic boom )
Al S0 OM RFUTFRS 4

& Internet #100% -

© 2008 Venable LLP




y : Industry Releases Principles
VENABLE.. Y P

b

BBB:

Start With Trust

DMA”

Direct Marketing Association

iab.

Self-Regulatory Principles for
Online Behavioral Advertising
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Self-Reqgulatory Principles of OBA

s Education

m [ransparency

s Consumer Control
m Data Security

s Material Changes to Existing OBA Policies and
Practices

m Sensitive Data

m Accountability
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ADMUI -1 Reauthorization

s APA Rulemaking
s Aiding and Abetting
m Civil Penalties

m Independent Litigation Authority for Civil Penalty
Actions
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Federal Trade Commission -
Reauthorization
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m  Chairman Leibowitz supports strengthening the FTC’s Authority.

— “Americans are still experiencing a period of extreme financial
distress, and the modest new authority given to our agency will help
ensure that we have the tools necessary to fight fraud and go after
those who perpetrate it. We commend the House Energy and
Commerce Committee, and especially Chairman Waxman, for their
visionary work on behalf of consumers.” Chairman Leibowitz
commenting on the passage of HR 3126.

m  Chairman’s letter to the House Energy and Commerce Committee

WASHILINL LU, LIS SU3U

October 26, 2009

U. 8. House of Representatives
Committee on Energy and Commerce
Washington, D.C. 20515

Dear Members of the Committee on Energy and Commerce:

As all of us are aware, American consumers are going through a period of extreme
financial distress. And all of us want to ensure that federal law enforcement agencies have
effective tools to help them stop unfair and deceptive abusive business practices. For that
reason, 1 want to thank the entire Ci ittee for its expressions of support of the FTC's work. [
appreciate the changes made to H.R, 3126, the "Consumer Financial Protection Act of 2009”
(*CFPA Act”™), in the Financial Services Committee that preserve the FTC's effective
enforcement and consumer protection jurisdiction. 1 commend this Commitiee for its further,
critical efforts in this regard during its consideration of the CFPA Act. 1also urge you to support
expanded authority for the Federal Trade Commission in conneection with your markup of the
CFPA Act, New tools for the FTC arc critical for the FTC to provide the strongest possible
protection for consumers, and President Obama has expressed his support for the FTC to have
the “resources and the state-of-the-art tools to stop unfair and deceptive practices.” My
Republican colleague, Tom Rosch, and my Independent colleague, Pamela Jones Harbour, agree
that having all of the additional authorities discussed below will help to achieve this enhanced
protection for consumers.'
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Rep. Boucher’s proposed elements of
privacy legislation

m Disclosure. Consumers should be given clear, concise information in an
easy-to-locate privacy policy about
— what information a website collects about them;
— for what purposes that information is collected;
— how and for how long the information is stored;
— what happens to it when it is no longer stored; and

— whether and under what circumstances it is given or sold to third
parties.

m Material Changes. A website that makes material changes to its privacy
policy will be required to give consumers notice of those changes.

m Collection. Web sites should be permitted to collect information about
website visitors sufficient to build preference profiles about those visitors
unless the website visitor affirmatively opts out of permitting the website
to collect the information.
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- . Rep. Boucher’s proposed elements of
AU 1 jyacy legisiation (Cont'd)

m  Sensitive information. A website may only knowingly collect sensitive
information, such as medical information, financial information, information
about sexual preference, precise geographic location information and
information about children and adolescents, with a consumer’s express opt-in
consent.

m Use of information.

— Opt-out: As with the collection of information, if someone does not want a
website he visits to use information it collects to deliver ads to him, he
should opt out of that use. However, a consumer has a reasonable
expectation that a website he visits will not be sharing his information with
unrelated third parties.

— Opt-in: If a website wants to provide information to an unrelated third
party whose activities are not required for delivering ads by the
Information-collecting website to the person from whom it is collected, it
should not be permitted to engage in that information-sharing unless the
Internet user affirmatively opts in to that use.

m Safe harbor. Legislation should create a safe harbor for companies that
participate in robust self-regulatory programs that have been approved by the
Federal Trade Commission. A variety of models that place the power to make
privacy-related decisions in the hands of consumers might qualify and allow,
subject to consumer opt-out, the sharing of information among unrelated
websites that participate in ad networks.
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NUGITO  Rep. Rick Boucher (D-VA) Editorial
“ Concerning Privacy Legislation
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Federal Communications—The National
Broadband Plan-(March 16,2009)

m Recommendation 4.14-- Congress, the Federal
Trade Commission (FTC) and the FCC should
consider clarifying the relationship between users
and their online profiles.

Download All Chapters m
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The National Broadband Plan

m Recommendation 4.15—Congress should consider
helping spur development of trusted “identity
providers” to assist consumer in managing their
data in a manner that maximizes the privacy and
security of the information
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The National Broadband Plan

s Recommendation 4.16: The FCC and FTC
should jointly develop principles to require
that customers provide informed consent
before broadband service providers share
certain types of information with third parties.
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s THANK YOU!
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