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Learn more about DMA's fight against postal rate hikes and take
action to support the Affordable Mail Aliance!

Read about other important DMA efforts:

DMA's Fight Against FTC Expansiocn

DMA Files Suit Against Colorado Anti-Marketing Law

DMA Responds to Release of Draft Privacy Bil

DMA Comments on FCC Robocall Rule Highlight Unintended
Conseguences

Summary of House Subcommittee Hearing on Online Privacy

Key Issues
O Fighting Postal Rate Increases

0O Keeping FTC Expansion Out of
Financial Reform

© Self Regulation: Online Behavioral
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Latest News

Take Action:

Direct Connect
to Congress

[¢)
Obama antitrust enforcement
looking like more of the same
(Washington Post)
Sep 8, 2010

A housing market out of syne
(Washington Post)
Sep 5, 2010

Home buyers, sellers out of syne
(Washington Post)
Sep 4, 2010

View More News

Federal & State Legislation

O H.R. 4173: Restoring American
Financial Stability Act of 2010

O S. 3217: Restoring American
Financial Stability Act of 2010
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Washington’s Increasing Focus on Privacy

Who are the “key players” on privacy legislation and regulation?
« Congress

 Federal Trade Commission (FTC)
 Federal Communications Commission (FCC)
e Department of Commerce

What could legislation and/or regulation impact?
« Collection of data

» Use of data for marketing purposes
« Sharing of data with third parties

* Innovation in the marketplace

Direct Marketing Association



112 Congress: Post-Election Landscape DM

Changes in the House...
* Republican control does not mean a reprieve
» Leadership battles for key committees

Increased Attention in the Senate...
» Sen. Rockefeller's recent company inquiries are telling
» Expect legislative proposals from Senators Pryor and Kerry

Bottom Line: Privacy Is a bipartisan issue
...It's not going away.
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The “Do Not Track” Debate o
FTC “Exploring Privacy” Report
 New framework for consumer privacy
— Privacy by Design
— Simplified Choice
— Greater Transparency
e Calls for “Do Not Track” List
e Public comments due January 31, 2011

Direct Marketing Association



The "Do Not Track” Debate BMA

House Consumer Protection Subcommittee Hearing
« Examining concept of “Do Not Track”
 Testimony from FTC, Commerce

Commerce Internet Policy Task Force Report
 Under OMB review, expected in coming weeks
« Draft leaked to press recommends...

— Baseline legislation built on FIPPs model

— FTC rulemaking authority for privacy

— Passage of data security legislation with breach
notification

Direct Marketing Association
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Self-Regulatory Program for OBA =2

Gives consumers enhanced notice and control over the

collection and use of data regarding their Web viewing

for OBA purposes or to the transfer of such data to a
non-Affiliate for such purpose.

Provides specific implementation practices in support of the
Self-Regulatory Principles for Online Behavioral
Advertising.

Direct Marketing Association



Self-Regulatory Program for OBA ot

e Industry’s response to the Federal Trade Commission’s call
for more robust and effective self-regulation of online
behavioral advertising practices that would foster
transparency, awareness and choice for consumers.

» A cross-industry self-regulatory initiative spanning the entire
marketing-media ecosystem:

— American Association of Advertising Agencies (4A’s)
— American Advertising Federation (AAF)

— Association of National Advertisers (ANA)

— Council of Better Business Bureaus (CBBB)

— Direct Marketing Association (DMA)

— Interactive Advertising Bureau (IAB)

Direct Marketing Association
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Self-Regulatory Program for OBA Fro
e Education
e Transparency

Online Behavioral Advertising

e Consumer Control
o Data Security

« Material Changes to Existing
OBA Policies and Practices

 Sensitive Data
e Accountability

Released July 2009

Direct Marketing Association
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Defining “Online Behavioral Advertising” Coundil

* Online behavioral advertising (“OBA”) is “the collection of data
from a particular computer or device regarding Web viewing
behaviors over time and across non-Affiliate Web sites for the
purpose of using such data to predict user preferences or
Interests to deliver advertising to that computer or device
based on the preferences or interests inferred from such Web
viewing behaviors.”

e (OBA does not include:
— The activities of First Parties on own or affiliated sites.

— Ad delivery using Ad Reporting data and not based on OBA
Inferences

— Contextual advertising (i.e., advertising based on the content
of the Web page being V|S|ted a consumer’s current visit to a
Web page, or a search query).

Direct Marketing Association
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Who is Covered by the Program?? Coundh
First Parties: Entities that own a Web Service Providers: Entities that
site or have “Control” over the Web collect / use data from all or
site with which the consumer substantially all URLSs traversed by
interacts and its Affiliates. a web browser across Web sites
— Web Site Publishers for OBA. Service Providers may
provide:

— Web Site Operators

Third Parties: Entities that engage in
OBA on a non-Affiliate’s Web site.

— Advertising networks

— Data Companies (Ad Exchanges
and Data Aggregators) -

— |In some cases, Advertisers

Direct Marketing Association

Internet access
Search capabilities
Web tool bars
Internet browsers
desktop applications

Software, or other similar
services
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ransparency Principle S

Requires “the deployment of multiple mechanisms for

clearly disclosing and informing consumers about data
collection and use practices associated with OBA.”
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ISI i DMA’
“Advertising Option Icon SR

 The “Advertising Option Icon” and accompanying
language should be displayed in or near online
advertisements or on Web pages where data is collected
and used for behavioral advertising.

™
 The Icon indicates adherence to the Principles.

Ad Choices| > Interest Based Ads
hy did | get this ad?| >

* By clicking on the Icon, consumers will be able to link to:

— a clear disclosure statement regarding the company’s OBA data
collection and use practices.

— an easy-to-use opt-out mechanism.

Direct Marketing Association
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hird Party / Service Provider Courcs

e Third Parties and Service Providers should provide clear,
meaningful, and prominent notice on their web site that
describes their OBA practices.

e This notice should include a clear description of:

— Types of data collected online, including any PII for OBA purposes;

— The use of data, including whether data will be transferred to a
non-Affiliate for OBA purposes;

— An easy to use mechanism for exercising choice with respect to
collection and use of data for OBA purposes or to the transfer of
such data to a non-Affiliate for such purpose; and

— The fact that the entity adheres to these Principles.

Direct Marketing Association
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hird Party Enhanced Notice Councis

A Third Party should provide enhanced notice of the collection of data
through a clear, meaningful, and prominent link either...

— In or around the ad delivered on the Web page where data is
collected, or

— On the Web page where the data is collected, if there is an
arrangement with the First Party for the provision of such notice.

Or be individually listed either...

— On www.AboutAds.info (linked from the disclosure provided on the
Web site where data is collected or used for OBA purposes), or

— If agreed to by the First Party, in the disclosure on the Web page
where data is collected for OBA purposes.

Direct Marketing Association



Notice In or Around the Ad

In the Ad... Around the Ad...
Ad Choices >

Why did | get this ad?[i>

&
Direct Marketing Association DMA
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Third Party Enhanced Notice Councils

Links to...

Notice on Your (Third Party)
Web site re: OBA practices

Interest Based Ads|i>

Direct Marketing Association
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First Party Enhanced Notice Ercis

When data is collected from or used on a Web site for OBA
purposes by a Third Party, the Web site operator should include a
clear, meaningful, and prominent link on the Web page where the
data is collected or used.

The link should connect to a disclosure that either —
— points to www.AboutAds.info or

— Individually lists Third Parties and links to the notice of each third
party

The link to the disclosure should be distinct from the link to the
website operator’s privacy policy and link either to statement
separate from the site’s privacy policy or directly to the relevant
section of the statement where the disclosure is located.
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First Party Enhanced Notice Councils

Links to your (First Party)
notice re: OBA practices,
which links to...

www.AboutAds.info

Or...
Includes a list of - and
I — links to - each Third Party
Wogdidl gethis 3P Notice
3P Notice

3P Notice

&
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Consumer Control Principle oML

Provides for mechanisms that will give users of Web sites
at which data is collected for OBA purposes the ability to
choose whether data is collected and used or transferred

to a non-affiliate for such purposes.

Direct Marketing Association



. D M A'
hird Party Councils

e A Third Party should provide consumers with the ability to
exercise choice with respect to...

— the collection and use of data for OBA purposes.
— the transfer of OBA data to non-affiliates for OBA purposes.

* In all cases, the choice mechanism should be easy-to-use and
located with own Web site notice or on the industry-developed

page.

Direct Marketing Association



Consumer Opt-Out Page

« The Consumer Opt-Out
Page on
www.AboutAds.info will
give consumers the
ability to conveniently
opt-out of some or all
participating companies’
online behavioral ads, if
they choose.

« Organizations can now
register to participate
and be listed on the
Consumer Opt-Out
Page.

Direct Marketing Association

ONLINE BEHAYIORAL ERTISING

(BETA)

Home About the Principles For Consumers For Participating Companies

welcorme to the consumer apt out page for the Sel-Regulatory Program for Online Behavioral
Adverdising. Cur participating companies are committed to transparency and choice

Sorme of the ads you receive on\Web pages are customized based on predictions about vour
interests generated from your visits over time and across different ¥eh sites. This type of ad
customization — sometimes called "online behavioral” or"interest-hased"” advertising — is enabled
through vour computer browser and browser cookies. Such online advertising helps support the free
content, products and services you et online. ] Feedback on This Site

L/

Using the tools on this page, you can opt out from receiving interest-hased advertising from
some or all of our participating companies.

Find outwhich paricipating companies hawve currently enahled cusiomized ads for
your broweser;

See all the padicipating companies on this site and learn more about their
advertising and privacy practices;

Checkwhether youve already opted out from participating companies;

Opt out of browser-enabled interest-hased advertising by some or all paricipating
companies, using opt-out cookies to store vour preferences in vour browser, ar

Lse the "Choose All Companies" feature to opt out from all currently participating
companies in one step. GO

All Participating
Companies (58)

Companies Customizing
Ads For Your Browser (40)

Existing Opt Duts (1)

SHOW ~-

These 40 participatin

companies have enagled COMPANY NAME SELECT ALL SHOWN [
interest-based ads for

this web browser. aCemo

Click the corpany name to find AdBrite, Inc.

out rnore about a paricipating

compary. To opt out  from adcanion

interest-hased ads hy one or

mare  companies, check the Adify Corporation

hoxes) in the "Select' column
next to the company nameis),
and then hit the "Submit your
choices" button. You can also
use click the "Select all shown”
hox to pre-check all the listed

Akamai Technologies, Inc.

Almandret

O O0O0O0Oo0oOao

AQL Advertising

Participating Associations Contact

? Help with the Opt Out Page

4 How Interest-based Ads Work

DMA

Direct Markating Assor

Councils

SHOW
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Service Provider Comails

e ODbtain a consumer’s consent prior to collecting and using data
for OBA purposes. Consent requires an individual’s action in
response to a clear, meaningful and prominent notice.

 The consent requirement applies to you only when engaging in
OBA activities in your capacity as a Service Provider

 Once you have obtained consent to collect and use data for
OBA purposes, you should provide consumers with an easy-to-
use choice mechanism to withdraw their consent for the
collection and use of that data for OBA purposes.

Direct Marketing Association
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Self-Regulatory Principles for OBA e
e Education
« Transparency

Online Behavioral Advertising

e Consumer Control
o Data Security

« Material Changes to Existing
OBA Policies and Practices

 Sensitive Data
e Accountability

Released July 2009

Direct Marketing Association



Education Principle =i

02 INGEIGT
RSORRYIP2 80 eonEoNs ice!

VIEW THE PRIVACY

iab. privacy matters iR 01

* More than 600 million online
PSAS

 Consumer Education about
benefits of OBA and

UNDERSTANDING @000 IDVERTISING availability of choice / tools

All advertising seeks to target the right products *Business Education about
to the right audience, and makes possible low- or compliance with Principles
no-cost content and services. Most online ads aren't
matched to you as an individual, but to data categories
—such as demographics, interest groups, location,

Understanding
Online
Advertising

THE TRUTH ABOUT DATA PRIVACY

We're kidding, actually, no banner ad can tell where you live. But ad servers use cookies to tell what general region you live in !
and target their ads accordingly. If the privacy issues around Er]nur personal data interest you, won't you click to joinus over , @
on our site to find out more and join our conversation? We'd love to have you participate. Thank you! iab !

ADVERTISEMEHNT

Direct Marketing Association
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Data Security Principle St

Requires entities to provide appropriate security for, and
limited retention of, data collected and used for online
behavioral advertising purposes.

Additional data security requirements apply
to Service Providers.

Direct Marketing Association
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Material Changes Principle S

e Obtain consumer consent before making any material
changes to your OBA data collection or use policies and
practices. A material change might be a decision to use
or share previously collected OBA data in a new way.

* A change that results in less collection or use of OBA data
would not be considered material for purposes of the
Principles.

e Consent requires an individual’s action in response to a
clear, meaningful and prominent notice.

Direct Marketing Association



hird Party / Service Provider S

Certain data collected and used for OBA purposes merits
different treatment.

Apply heightened protection for children's data by applying the
protective measures set forth in COPPA.

Obtain consent for collection of financial account numbers, SSNs,
pharmaceutical prescriptions, or medical records about a
specific individual for OBA purposes.

Direct Marketing Association



- . . DMA”
Accountabillity Principle S

« Both the CBBB and the DMA will play roles in ensuring
compliance and enforcement of the Program, as well as
consumer complaint resolution.

« Monitoring technology will be used to foster accountability
among participating companies with respect to the
Transparency and Control requirements of the Principles.

 All DMA members — as a condition of membership — are
required to comply with the DMA’s Guidelines for Ethical
Business Practice, which have been expanded to include the
Principles.

Direct Marketing Association
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What It Means for Your Business LY

Option 1. Succeed Iin Effective Self-Regulation

Option 2: Do Not Track
Do Not Innovate
Do Not Grow Your Business
Do Not Create Jobs
Do Not Grow the Economy

Direct Marketing Association
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1. Visit www.AboutAds.info b

REGUL?Z O R Y FOR

ERTISINIG

Home About the Principles For Consumers For Participating Companies Participating Associations Contact

Welcome to the online home of the ’4'5
Self-Regulatory Program for Online Behavioral

Advertising. ZW
™
Advertisiimng Option fcon N

Building on the SelfRegulatary Principles for Online Behavioral Advertising (Principles) released in July 2009,
the nation's largest media and marketing associations have come together to launch this Program, which gives

consumers a hetter understanding of and greater cantral avar - the anline hehavioral adverdising (OBA) they

receive. ~
Qur paticipating companies share a commitment to delivering consumers a robust and credible Program of -
notice and chaoice for online behavioral advertising, and to enhancing consumer confidence in the anline BB
mediurm. Start With Trust

For Companies D M T'.?)

Learn about the Program: To understand how this Program came about, vou can read about the Principles, as
well as find out mare about the padicipating Associations. To learn how your company can implement the

Principles, please review the lmplementation Guides. 9o
Register to Start Using the Advertising Option lcon: Companies padicipating in the Program may use the Iab ®

Advertising Option lcan as a means for providing enhanced notice of anline behavioral advertising practices. If

Direct Marketing Association




Haome Alvoant the Principles Fou Consumers Four Participating Comganies

Participate in the Self-Regulatory Program: Company Informatid

SEnT Ulsing the Adver iising Opiiog Icor

Leading markiting and advarliging industry assodiaions have establishe

- Cross industy selkregulatory program and implémented congumge-frisndly pr
enforcement rds régarding onding behavioral adveriging
A prodnareind featung of thiS pragram 16 Bhe Call 1or enblies éngaged in onleh
advarfising 10 clearly inform consumars aboul dala collection and use practices thdough enha
provtdad wia an icon (llustrabed abowvi) or Bnk Enlties paticipating in the program may use
n lcon and ong of the approved wordings 0 représent adhanence 1o the SRy

iy B harsorgl Adgrhiaan

pracices
If your argan2ation & nlerested in fnding ol about hitv 1o Scquere the Adverlisng Opbon |£
cann@cion with the fel-regulatony program, plesse visil the eaisiration pags fo uilions

Ragister for the Corrsurmer Opd-Onr Paage

Third Part

Pagpi, wh
ads, ifthiy choose. INyvour cOmpany is

0 recaie iInformabon and get staned

Please nole Mal participation in thete programs requires Separsle regiEiraton and fees

2. Review the Implementation Guides

Self Regulatory Principles for Online Behavioral Advertising
Implementation Guide

— What Everyone Needs To Know —

Leading marketing and advertising industry associations have established a
comprehensive, self-regulatory pragram and implemented consumer-friendly principles
and enforcement standards regarding online behavioral advertising

Defining Online Behavioral Advertising

Online behavioral advertising (OBA’) is defined as the practice of collecting “data from a
particular computer or device regarding Web viewing behaviors over time and across
non-Affiliate Web sites for the purpose of using such data to predict user preferences or
interests to deliver advertising to that computer or device based on the preferences or
interests inferred from such Web viewing behaviors.” The purpose of OBA is to deliver
relevant advertising to specific computers or devices in ways that enrich the consumer
online experience.

As defined in the Self-Regulatory Principles for Online Behavioral Adverising
(“Principles”), OBA does not include:

« The activities of First Parties (Web site publishers / operators) that are limited to
their own or affiliated sites.

+ Ad delivery (i.e., delivery of online advertisements or advertising-related services
using Ad Reporting data and not based on user preferences inferred from
information collected over time and acrass non-affiliated Web sites);

¢ Ad reparting (i.e., the collection or use of information for statistical reporting, Web
analytics/analysis and advertising metrics); or

« Contextual advertising (i.e., advertising based on the content of the Web page
being visited, a consumer's current visit to a Web page, or a search query)

About the Principles

The industry-wide effort to develop consumer-friendly standards for OBA activities
across the Intemet was led by a coalition of the nation's largest media and marketing
trade associations, including the American Association of Advertising Agencies (AAAA),
the Association of National Advertisers (ANA), the Direct Marketing Association (DMA),
and the Interactive Advertising Bureau (IAB), and supported by the Council of Better
Business Bureaus (BBB). This unprecedented collaboration responds the Federal Trade
Commission's call to the advertising and media industry to develop self-regulatory
principles and practices for OBA

In July 2009, the Associations jointly released the Self-Regulatory Principles for Online
Behavioral Advertising (the “Principles”), which are intended to apply broadly to the
diverse set of actors that work interdependently to deliver relevant advertising intended
to enrich the consumer online experience.

)
4 AAR AV 88 DMA” jab.
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3. Register for Use of the Advertising Option Icon DMA

Councils

Herne About the Principles For Consumers For Participating Companies Participating Associations Comtact

Advertising Option Icon Application

A prominent feature of the SelFReguiatory Program for Online Behavioral Advertising is the call for entilies !4'5
engaged in online behavioral advertising 10 ¢learly inform consumers aboul data collection and use praclices

represent adherence {0 the SelfReguistony Principles for Onling Behawvioral Advertising (Self-Regulatory
Principles) and as a means for providing enhanced nolice of online behavioral advertising practices. The word
phases are"Why did | get this ad?", Interest Based Ads', or 'Ad Cholces”. The icon is depicted below

through enhanced notice provided via an icon (illustrated below) or link
Entities participating in the program may use the Advertising Oplion lcon and one of the approved wordings 1o M

The fee to acquire the icon is $5,000 and s renewable annually. There 1S no fee for wab publishers with annual B

w

revenues from onling behavioral advartising of less than $2,000,000

N
3B

Frocess
Afer registening onling, yau will receive a confirmalion emall 1o complete the registration process. Delivery and D
use of the lcon will be confingent on the execution of a registration agreement and receipt of payment (if DMA

applicable). When you recelve the con you will also receive the Ad Marker Creative Guidelings goveming use of
the icon

L]
Cornpliance
The Program has chosen Approved Provider W0 provide compliance sendces for companies who use the =]

Adverlising Oplion lcon. Currently, the following company s an Approved Provider

Direct Marketing Association




4. Register to Participate in the Consumer Opt-Out e

Councils

Home About the Principles For Consumers For Participating Companies Participating Assoclations Contact

Consumer Opt Out Information Registration

Third Pariies engaged in online behavioral advertising are encouraged to participate In the Consumer Opl-Out ‘,4"5
Page, where consumers will be able to easily opt-out of some or all participating companies’ online behavioral
ads, ifihey choose

iyour company Is interested In paricipating in the cross-industry Self-Regulatory Program and being listed on
the Consumer Opt Oul Page, please complete the registration form below to recetve application materlals and

updates regarding the application process
Company lNlame: ‘ N
--
DMA’

Company Address:

Description:

Entar a short desceiption of your company's busingss model
Contact Hame:
Contact Email:
Contact Phone:

Relevant Association{a): o

iab.

List the relévant secocistions in which wour oomoan

Direct Marketing Association




5. Stay Tuned for Further Implementation Updates DMA

Councils

Home About the Principles For Consumens For Participating Companies Participating Associations Comact

Understanding Online Advertising

All adverlising seeks to target the righl products to the right audience, and makes possible low- or no-cost 1'4'5
content and services. Most online ads arenl malched 0 you as an indridual, but to data categones - such as

demographics, interesi groups, location, or online behavior. The YWeb siles you visil work with online advertising

companies to prowde you with advertising that is as relevant and useful as possible

= What is online behavigral adverlising?
= What are your choices?
= Linderstanding Cookies

= Browser Conlrol

What is Onling Behindoi al Adveitising?

Online behaworal adverising -- which 15 also somelimes called “inlerest-based adverising” -- uses infarmation
collecied across multiple, non-amilialed web sites thal you vish in order (o predict your preferences and to show =

you ads thal are most likely to be of inlerest to you BBB

You can leam a greéal deal more aboul Inlerest-based adverlising, as weall as réview a variety of explanatory

vidaos, by visiting the following siles

= The [ABR's Privacy Matters wabsife
=« The MAl's Learn More page

[ ]
What ae Your Cholces? Ia a8

Direct Marketing Association




. D M Allfi:;-.‘:
Questions? A

If you have a question, please submit it using the chat
functionality at the left of your screen.

Other resources:
« The Principles available at www.AboutAds.info
* Implementation Guides available at www.AboutAds.info

 Compliance services provided by Approved Providers

Direct Marketing Association



The Power of Direct:
Relevance. Responsibility. Results.

Thank You!

lwoolley@the-dma.org

rthomas@the-dma.org D
nokeefe@the-dma.org D M A
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