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Agenda

• Washington’s Increasing Focus on Privacy Issues

• Post-Election Landscape

• Do Not Track Debate

• Self-Regulation for Online Behavioral Advertising

• Q&A
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Today’s Speakers

Linda Woolley
EVP, Government Affairs

Rachel Thomas
VP, Government Affairs 

Stu Ingis
Partner, Venable LLP

Neil O’Keefe
VP, Multichannel Segments
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Connected
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DMAAction.org
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DMA Newsletters
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Washington’s Increasing 
Focus on Privacy
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Washington’s Increasing Focus on Privacy 

Who are the “key players” on privacy legislation and regulation?
• Congress
• Federal Trade Commission (FTC)
• Federal Communications Commission (FCC)
• Department of Commerce

What could legislation and/or regulation impact?
• Collection of data
• Use of data for marketing purposes
• Sharing of data with third parties
• Innovation in the marketplace
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Changes in the House…
• Republican control does not mean a reprieve
• Leadership battles for key committees

Increased Attention in the Senate…
• Sen. Rockefeller’s recent company inquiries are telling
• Expect legislative proposals from Senators Pryor and Kerry

Bottom Line: Privacy is a bipartisan issue
…It’s not going away.

112th

 
Congress: Post-Election Landscape
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FTC “Exploring Privacy” Report
• New framework for consumer privacy

– Privacy by Design
– Simplified Choice
– Greater Transparency

• Calls for “Do Not Track” List 
• Public comments due January 31, 2011

The “Do Not Track”
 

Debate 
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House Consumer Protection Subcommittee Hearing
• Examining concept of “Do Not Track”
• Testimony from FTC, Commerce

Commerce Internet Policy Task Force Report
• Under OMB review, expected in coming weeks
• Draft leaked to press recommends…

– Baseline legislation built on FIPPs model
– FTC rulemaking authority for privacy 
– Passage of data security legislation with breach 

notification

The “Do Not Track”
 

Debate 
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Self-Regulatory Program 
for Online Behavioral 

Advertising



13

Self-Regulatory Program for OBA

Gives consumers enhanced notice and control over the 
collection and use of data regarding their Web viewing 
for OBA purposes or to the transfer of such data to a 

non-Affiliate for such purpose. 

Provides specific implementation practices in support of the 
Self-Regulatory Principles for Online Behavioral 

Advertising.
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• Industry’s response to the Federal Trade Commission’s call 
for more robust and effective self-regulation of online 
behavioral advertising practices that would foster 
transparency, awareness and choice for consumers.  

• A cross-industry self-regulatory initiative spanning the entire 
marketing-media ecosystem:
– American Association of Advertising Agencies (4A’s)
– American Advertising Federation (AAF)
– Association of National Advertisers (ANA)
– Council of Better Business Bureaus (CBBB)
– Direct Marketing Association (DMA)
– Interactive Advertising Bureau (IAB)

Self-Regulatory Program for OBA
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• Education
• Transparency
• Consumer Control
• Data Security
• Material Changes to Existing 

OBA Policies and Practices
• Sensitive Data
• Accountability

Released July 2009

Self-Regulatory Program for OBA
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Defining “Online Behavioral Advertising”

• Online behavioral advertising (“OBA”) is “the collection of data 
from a particular computer or device regarding Web viewing 
behaviors over time and across non-Affiliate Web sites for the 
purpose of using such data to predict user preferences or 
interests to deliver advertising to that computer or device 
based on the preferences or interests inferred from such Web 
viewing behaviors.”

• OBA does not include:
– The activities of First Parties on own or affiliated sites.  
– Ad delivery using Ad Reporting data and not based on OBA 

inferences
– Contextual advertising (i.e., advertising based on the content 

of the Web page being visited, a consumer’s current visit to a 
Web page, or a search query).  
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Who is Covered by the Program?

First Parties: Entities that own a Web 
site or have “Control” over the Web 
site with which the consumer 
interacts and its Affiliates.
– Web Site Publishers
– Web Site Operators

Third Parties: Entities that engage in 
OBA on a non-Affiliate’s Web site.
– Advertising networks
– Data Companies (Ad Exchanges 

and Data Aggregators)
– In some cases, Advertisers

Service Providers:  Entities that 
collect / use data from all or 
substantially all URLs traversed by 
a web browser across Web sites 
for OBA.  Service Providers may 
provide:
– Internet access
– Search capabilities
– Web tool bars
– Internet browsers
– desktop applications
– Software, or other similar 

services
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Transparency Principle

Requires “the deployment of multiple mechanisms for 
clearly disclosing and informing consumers about data 

collection and use practices associated with OBA.”
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Advertising Option Icon

• The “Advertising Option Icon” and accompanying 
language should be displayed in or near online 
advertisements or on Web pages where data is collected 
and used for behavioral advertising. 

• The Icon indicates adherence to the Principles.

• By clicking on the Icon, consumers will be able to link to:
– a clear disclosure statement regarding the company’s OBA data 

collection and use practices.
– an easy-to-use opt-out mechanism.
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• Third Parties and Service Providers should provide clear, 
meaningful, and prominent notice on their web site that 
describes their OBA practices.

• This notice should include a clear description of:
– Types of data collected online, including any PII for OBA purposes;
– The use of data, including whether data will be transferred to a 

non-Affiliate for OBA purposes;
– An easy to use mechanism for exercising choice with respect to 

collection and use of data for OBA purposes or to the transfer of 
such data to a non-Affiliate for such purpose; and

– The fact that the entity adheres to these Principles.

Third Party / Service Provider
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• A Third Party should provide enhanced notice of the collection of data 
through a clear, meaningful, and prominent link either…
– In or around the ad delivered on the Web page where data is 

collected, or

– On the Web page where the data is collected, if there is an 
arrangement with the First Party for the provision of such notice.

• Or be individually listed either…
– On www.AboutAds.info (linked from the disclosure provided on the 

Web site where data is collected or used for OBA purposes), or

– If agreed to by the First Party, in the disclosure on the Web page 
where data is collected for OBA purposes.

Third Party Enhanced Notice
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Notice In or Around the Ad

In the Ad… Around the Ad…

AD AD
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Third Party Enhanced Notice

Notice on Your (Third Party) 
Web site re: OBA practices

Links to…

AD

WEB PAGE

AD
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• When data is collected from or used on a Web site for OBA 
purposes by a Third Party, the Web site operator should include a 
clear, meaningful, and prominent link on the Web page where the 
data is collected or used.

• The link should connect to a disclosure that either –
– points to www.AboutAds.info or
– Individually lists Third Parties and links to the notice of each third 

party

• The link to the disclosure should be distinct from the link to the 
website operator’s privacy policy and link either to statement 
separate from the site’s privacy policy or directly to the relevant 
section of the statement where the disclosure is located.

First Party Enhanced Notice
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First Party Enhanced Notice

AD

WEB PAGE

www.AboutAds.info

Or…

Includes a list of - and 
links to - each Third Party

Links to your (First Party) 
notice re: OBA practices, 
which links to…

3P Notice

3P Notice

3P Notice



26

Provides for mechanisms that will give users of Web sites 
at which data is collected for OBA purposes the ability to 
choose whether data is collected and used or transferred 

to a non-affiliate for such purposes. 

Consumer Control Principle
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• A Third Party should provide consumers with the ability to 
exercise choice with respect to…
– the collection and use of data for OBA purposes.  
– the transfer of OBA data to non-affiliates for OBA purposes.

• In all cases, the choice mechanism should be easy-to-use and 
located with own Web site notice or on the industry-developed 
page.

Third Party
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• The Consumer Opt-Out 
Page on 
www.AboutAds.info will 
give consumers the 
ability to conveniently 
opt-out of some or all 
participating companies’ 
online behavioral ads, if 
they choose. 

• Organizations can now 
register to participate 
and be listed on the 
Consumer Opt-Out 
Page. 

Consumer Opt-Out Page
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• Obtain a consumer’s consent prior to collecting and using data 
for OBA purposes.  Consent requires an individual’s action in 
response to a clear, meaningful and prominent notice.

• The consent requirement applies to you only when engaging in 
OBA activities in your capacity as a Service Provider

• Once you have obtained consent to collect and use data for 
OBA purposes, you should provide consumers with an easy-to- 
use choice mechanism to withdraw their consent for the 
collection and use of that data for OBA purposes.

Service Provider
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Self-Regulatory Principles for OBA

• Education
• Transparency
• Consumer Control
• Data Security
• Material Changes to Existing 

OBA Policies and Practices
• Sensitive Data
• Accountability

Released July 2009
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Education Principle

• More than 600 million online 
PSAs

• Consumer Education about 
benefits of OBA and 
availability of choice / tools

• Business Education about 
compliance with Principles
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Requires entities to provide appropriate security for, and 
limited retention of, data collected and used for online 

behavioral advertising purposes.

Additional data security requirements apply 
to Service Providers.

Data Security Principle
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Material Changes Principle 

• Obtain consumer consent before making any material 
changes to your OBA data collection or use policies and 
practices.  A material change might be a decision to use 
or share previously collected OBA data in a new way.  

• A change that results in less collection or use of OBA data 
would not be considered material for purposes of the 
Principles. 

• Consent requires an individual’s action in response to a 
clear, meaningful and prominent notice.
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Certain data collected and used for OBA purposes merits 
different treatment.  

Apply heightened protection for children's data by applying the 
protective measures set forth in COPPA.

Obtain consent for collection of financial account numbers, SSNs, 
pharmaceutical prescriptions, or medical records about a 

specific individual for OBA purposes.

Third Party / Service Provider
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Accountability Principle

• Both the CBBB and the DMA will play roles in ensuring 
compliance and enforcement of the Program, as well as 
consumer complaint resolution.

• Monitoring technology will be used to foster accountability 
among participating companies with respect to the 
Transparency and Control requirements of the Principles. 

• All DMA members – as a condition of membership – are 
required to comply with the DMA’s Guidelines for Ethical 
Business Practice, which have been expanded to include the 
Principles.
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What It Means for Your Business

Option 1: Succeed in Effective Self-Regulation

Option 2: Do Not Track
Do Not Innovate
Do Not Grow Your Business
Do Not Create Jobs
Do Not Grow the Economy
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1. Visit  www.AboutAds.info
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2. Review the Implementation Guides
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3. Register for Use of the Advertising Option Icon
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4. Register to Participate in the Consumer Opt-Out
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5. Stay Tuned for Further Implementation Updates 
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Questions?

If you have a question, please submit it using the chat 
functionality at the left of your screen.

Other resources:

• The Principles available at www.AboutAds.info

• Implementation Guides available at www.AboutAds.info

• Compliance services provided by Approved Providers
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Thank You!
lwoolley@the-dma.org

rthomas@the-dma.org

nokeefe@the-dma.org
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