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What Does Congress’
Focus on Privacy
Mean for You?




Agenda
DMA Quarterly Legislative & Regulatory Update

 The Legislative Landscape

— Privacy

— Data Security / Cybersecurity
Where the Regulators Are
Updates on Self-Regulation
What Does it All Mean?
Direct Connect to Government Affairs
Q&A




Today’s Speakers
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DMA Policy Positions

Guiding Principles for Government Affairs

Advocating Consumer Privacy through Transparency and Choice
— Leading the “Do Not Track” Debate
— Taking a Stand on Privacy Legislation / Regulation
— Supporting Appropriate Data Security Safeguards
— Safeguarding Children’s Privacy (COPPA Review)

Championing Self-Regulation
— Self-Regulatory Program for Online Behavioral Advertising
— Setting Ethical Standards for the Marketing Community

Safeguarding Ethical Use of Consumer Data for Marketing Purposes
Keeping Marketing Channels Open and Viable

Fighting Onerous Business and Nonprofit Regulations

OPT-OUT m
OPT-IN D




The Legislative Landscape:
Privacy
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Congressional Focus
Legislation, Hearings and Investigations, Oh My!

*HR. 611 “BEST PRACTICES Act” *The State of Online Consumer Privacy
3/16 — Senate Commerce Committee

°H.R. 654: “Do Not Track Me Online Act”  *Protecting Mobile Privacy |
5/10 — Senate Judiciary Subcommittee
*s 799: “Commercial Privacy Bill of sConsumer Privacy and Protection in
Rights Act” the Mobile Marketplace
5/19 — Senate Commerce Committee

*H.R. 1528: “Consumer Privacy Protection
Act”

° : : siPhone/Android Location Tracking
H.R. 1895: “Do Not Track Kids Online .
Act” sFacebook Privacy sett

.S. 913: “Do Not Track Online Act”
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H.R. 611: "BEST PRACTICES Act’
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H.R. 654: “Do Not Track Me Online Act”

Introduced by Representative Jackie Speier (D-CA)

 Directs the Federal Trade Commission (FTC) to develop a government-run “Do
Not Track” system that would allow individuals to choose upfront to opt out of
the collection, use or sale of their online activities, and require covered entities
to respect the consumer’s choice.

» Gives the FTC power to take enforcement action against any company that
failed to comply with the “Do Not Track” system.

* Requires notice to consumers, including names of persons with whom
consumers’ online data may be shared.
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S. 799: “Commercial Privacy Bill of Rights Act”
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H.R. 1528: “Consumer Privacy Protection Act”
Introduced by Representatives Cliff Stearns (R-FL) and Jim Matheson (D-UT)

Covers both online and offline data.

Requires covered entities to provide consumers with brief privacy notices in
certain instances, as well as posting longer privacy policy statements.

Gives consumers the ability to opt out of having their data sold to non-affiliated
entities absent contractual protections.

Requires covered entities to have information security policies.

Establishes safe harbor approved by the FTC. Safe harbor participants must
establish consumer dispute resolution processes.

Expands the FTC'’s jurisdiction for rulemaking and enforcement over nonprofits
and common carriers.
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H.R. 1895: “Do Not Track Kids Online Act”
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S. 913: “Do Not Track Online Act”
Introduced by Senator Jay Rockefeller (D-WV)

» Applies to providers of online services, including providers of mobile application
and services.

» Grants the FTC authority to issue regulations pertaining to the collection and
use of personal information obtained from the tracking of an individual's online
activity.

» Imposes obligation to permit individuals to choose whether their personal
information may be collected, and if an individual chooses not to be tracked, to
provide a mechanism to enforce such choice.

» Expands FTC jurisdiction to include nonprofits and common carriers.
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In the States
Do Not Track

Provisions

*Directs the AG to adopt regulations to provide a consumer opt out for the online
collection or use personal information

*Requires disclosure about collection, use and storage practices
*Requires consumer access to collected information

*Prohibits selling, sharing or transferring personal information
Status

*Heard in Senate Judiciary Committee on May 3
*Passed on a 3-2 party line vote

*Referred to Senate Appropriations Committee. Put on Suspense File due to significant
costs associated with implementing the bill (Delays further action if not advanced prior
to June 3).
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In the States
Do Not Track

Provisions
*Requires a consumer opt out for “online preference marketing”

*Requires consumer opt in for use of certain types of sensitive information (i.e. medical,
financial, sexual orientation) for “online preference marketing”

*Prescribes consumer consent mechanisms for merging of non-personally identifiable

and personally identifiable information

*Requires consumer access to Pll. Provides some exemptions and allows for a fee.
Limits retention of non-PIl by third-party ad networks to no more than 24 months
Status

eIntroduced and referred to the Joint Committee on Consumer Protection and
Professional Licensure

*Hearing scheduled for May 24
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In the States
Do Not Track

Provisions

*Prohibits collection of personally identifiable information for the purposes of behavioral
advertising

*Requires an opt out for the collection of non-personally identifiable information that will
be used for behavioral advertising

*Requires publishers and ad networks to disclose collection and use practices

Status
sIntroduced and referred to the Assembly Consumer Affairs and Protection Committee

*No hearing scheduled
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The Legislative Landscape:
Data Security / Cybersecurity
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Data Security / Cybersecurity
You Can’'t Have Privacy Without Data Security

*H.R. 1707: DATA Act *White House Cybersecurity Proposal
Introduced by Rep. Bobby Rush (D-IL) Released 5/13
(Was H.R. 2221 in 111t Congress)

*Department of Commerce
*Representative Mary Bono Mack Cybersecurity Green Paper

expected to introduce data breach Expected to be released in June
legislation

*Threat of Data Theft to American
Consumers

5/4 — House E&C Manufacturing
Subcommittee
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White House Cybersecurity Proposal
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Where The Regulators Are
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Where The Regulators Are

Privacy and Data Security Remain High on their Agendas

*Privacy Preliminary Staff Report *Privacy White Paper
December 2010 Internet Policy Task Force
December 2010

*Final Privacy Commission Report
Expected Later this Year *Final Privacy Green Paper
Expected Later this Year

*Cybersecurity White Paper
Expected in June 2011
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What's New
In Self-Regulation?
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Self-Regulation in Privacy and Data Security
Privacy and Data Security Remain High on their Agendas

*Hundreds of companies using Advertising *Social Media
Option Icon in billions of ad impressions

every month. «Commitment to Consumer Choice

*70 Companies listed in the AboutAds
Consumer Opt-Out Page (and dozens
more in the pipeline)

*Advance Consent / Negative Option
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...Self-Regulation is Working.

Direct Marketing Association



Direct Connect
to Government Affairs

The Power of Direct
Relevance. Responsibility. Results

DMA”

Direct Marketing Association



Direct Connect to Government Affairs
We Invite You to Work with Us in These Ways...

Stay “Politically Direct” with GA News Suite

Join a Policy Coalition

Take DMAAction!
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Questions?




Thank Youl!
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